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The contents of this report relate only to the
matters which have come to our attention,
which we believe need to be reported to you
as part of our audit planning process. It is
not a comprehensive record of all the
relevant matters, which may be subject to
change, and in particular we cannot be held
responsible to you for reporting all of the
risks which may affect the entity or all
weaknesses in your internal controls. This
report has been prepared solely for your
benefit and should not be quoted in whole or
in part without our prior written consent. We
do not accept any responsibility for any loss
occasioned to any third party acting, or
refraining from acting on the basis of the
content of this report, as this report was not
prepared for, nor intended for, any other
purpose.

Grant Thornton UK LLP is a limited liability
partnership registered in England and Wales:
No.OC307742. Registered office: 30 Finsbury
Square, London, EC2A 1AG. A list of members is
available from our registered office. Grant
Thornton UK LLP is authorised and regulated
by the Financial Conduct Authority. Grant
Thornton UK LLP is a member firm of Grant
Thornton International Ltd (GTIL). GTIL and the
member firms are not a worldwide partnership.
Services are delivered by the member firms.
GTIL and its member firms are not agents of,
and do not obligate, one another and are not
liable for one another’s acts or omissions.
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Introduction & headlines

This paper provides the Joint Audit and Standards Committee with a report on progress in K;
e

delivering our responsibilities as your external auditors
i :

Members of the Joint Audit and Standards Committee can find further useful material on our website where we
have a section dedicated to our work in the public sector. Here you can download copies of our publications.

If you would like further information on any items in this briefing or would like to register with Grant Thornton to
receive regular email updates on issues that are of interest to you, please contact either your Engagement Lead
or Engagement Manager.

We continue to bring specialists to our update conversations where appropriate to share any learning from our
position as a leading audit supplier to the police sector.

You will also have access to our annual Chief Accountant Workshops and any other networking opportunities we
create for the various stakeholders.
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The auditor’s statutory responsibilities

Opinion on the audited body’s financial statements Opinion on the audited body’s financial statements

Our work enables us to give an opinion as to whether the financial statements:

* give a true and fair view of the financial position of the audited body and its
expenditure and income; and

* have been prepared properly in accordance with the relevant accounting and
reporting framework as set out in legislation, applicable accounting standards and
other directions.

2020/21

We reported our detailed audit findings to the Joint Audit and Standards Committee
(JASC) in November 2021 and issued our audit opinion and final Auditors Annual Report
on 28 January 2022. We have yet to be able to issue our audit certificates as the Whole of
Government Accounts audit guidance and data collection tool have yet to have been
issued nationally. As a result, no audit certificates can be issued to local government
bodies, including police, for 2020/21.

Our final proposed fees, subject to PSAA approval, are in line with those reported in our
Joint Audit Plan as follows: Police and Crime Commissioner £40,745 and Chief Constable
£21,073.

2021/22

Our 2021/22 audit planning began in March 2022 and as part of this we document our
understanding of your key risks, your control environment and inform our testing strategy.
This planning will continue until we begin our final accounts testing.

As part of this work we will:

* continue to have regular discussions with management discussing issues identified in
previous audits, and emerging themes which are expected to impact on the current
audits;

* review meeting papers and the latest financial and operational performance reports
ensuring we understand your current challenges; and

* consider any reports from regulators regarding your operational effectiveness.

The Accounts and Audit (Amendment) Regulations 2021 push back the date by which
principal authorities need to publish their draft financial statements to 31 July at the
latest. The target date by which authorities are required to publish audited financial
statements for the 2021/22 financial year has been confirmed as 30 November 2022 for
the 2021/22 financial year. We continue to discuss the availability of draft financial
statements and our proposed final audit work over the Summer with management.

Following completion of our planning work we will issue our detailed joint audit plan,
setting out our proposed approach to the audits of the 2021/22 financial statements. We
note the ongoing CIPFA Code consultation which potentially impacts the scope of our
work and the reporting requirements for the 2021/22 financial statements and will consider
the output from this and it’s impact on the 2021/22 financial statements.

© 2022 Grant Thornton UK LLP.
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The auditor’s statutory responsibilities

Work on value-for-money arrangements Work on value-for-money arrangements

Under the 2020 Audit Code of Practice, we are required to undertake sufficient work to Grant Thornton has a large Public Sector practice and is a key supplier to the market. As
satisfy ourselves that the Police and Crime Commissioner and Chief Constable “has a valued audit client, you will receive:
made proper arrangements for securing economy, efficiency and effectiveness in their

» * an annual invitation to our free Chief Accountant Workshop which was sent to your
use of resources.

finance team for our workshops throughout January and February. This provided an
Our 2021/22 initial risk assessment builds on our understanding of your arrangements opportunity to work through new accounting standards or reporting requirements prior
from 2020/21 and takes into account our findings from this previous work on value for to the year end pressure as well as networking with other Chief Accountants;

money. We will report our risk assessment to you via our joint audit plan, against the

following reporting criteria: * the opportunity to access support from experienced technical colleagues. This means

you will be at the forefront of accounting developments. Through this relationship we

* Financial sustainability: how the body plans and manages its resources to ensure it also ensure that communication works both ways and feed issues back from our
can continue to deliver its services; clients.;

* Governance: how the body ensures that it makes informed decisions and properly * insight from our regular meetings within the sector where we discuss emerging
manages its risks; and developments. We will also raise any areas of concern that you have over policy,

rocedure, or regulation with your regulators; and
* Improving economy, efficiency and effectiveness: how the body uses information P d J d

about its costs and performance to improve the way it manages and delivers its * technical and sector updates for the Joint Audit and Standards Committee.
services.

We will keep our risk assessment under continuous review. Where appropriate, we will
update our risk assessment to reflect emerging risks or findings and report this to you. Our
final commentary in the Auditors’ Annual Report will include:

* asummary of our findings on any risks identified during our work;

* ourjudgements on the adequacy of the Police and Crime Commissioner and Chief
Constable’s arrangements for each of the three reporting criteria, as set out above;

* any recommendations made to managementas a result of our work; and

* a follow up of progress against any recommendations raised in previous audits.

© 2022 Grant Thornton UK LLP. March 2022 5



Financial Reporting Council annual report

On 29 October, the Financial Reporting Council (FRC]) published its annual report
setting out the findings of its review of the work of local auditors. The report
summarises the results of the FRC’s inspections of twenty audit files for the last
financial year. A link to the report is here:

FRC AOR Major Local Audits October 2021

Grant Thornton are one of seven firms which currently delivers local audit work. Of
our 330 local government and NHS audits, 87 are currently defined as ‘major
audits’ which fall within the scope of the AQR. This year, the FRC looked at nine of
our audits.

Our file review results

The FRC reviewed nine of our audits this year. It graded six files (67%) as ‘Good’
and requiring no more than limited improvements. No files were graded as requiring
significantimprovement, representing an impressive year-on-year improvement.
The FRC described the improvementin our audit quality as an ‘encouraging
response by the firm to the quality findings reported in the prior year.” Our Value for
Money work continues to be delivered to a high standard, with all of the files
reviewed requiring no more than limited improvement. We welcome the FRC
findings and conclusions which demonstrate the impressive improvement we have
made in audit quality over the past year.

The FRC also identified a number of good practices including effective challenge of
management’s valuer, use of an auditor’s expert to assist with the audit of a highly
specialised property valuation, and the extent and timing of involvement by the
audit partner on the VFM conclusion.

© 2022 Grant Thornton UK LLP.

Our “Opinion” results over the past three years are shown in the table below:

Grad Number Number Number
rage 2020/21 2019/20 2018/19

Good with limited improvements
(Grade 1or 2)

Improvements required

(Grade 3) 3 ° 2
Significant improvements required (Grade 4) 0 0 1
Total 9 6 4

Our “VFM? results over the past two years are shown in the table below. The FRC
did not review VFM in 2018/19:

Grad Number Number
radge 2020/21 2019/20

Good with limited improvements

(Grade 1or2) . ©
Improvements required 0 0
(Grade 3)

Significant improvements required (Grade 4) 0 0
Total 6 6

March 2022 6


https://www.frc.org.uk/getattachment/97b5a417-d9bf-4649-b3c3-3ae49a350fe7/FRC-AQR-Major-Local-Audits_October-2021.pdf
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Financial Reporting Council annual report
(cont.)

Quality Assurance Department (QAD) Reviews As auditors we have had to recognise the competing priorities and challenges
facing the finance teams and the whole local government sector whilst staying
focused on the principles of good governance and financial management, things
which are more important than ever. We are very proud of the way we have worked
effectively with audited bodies, demonstrating empathy in our work whilst still

The QAD reviewed five of our audits this year and graded all of them (100%) as upholding the highest audit quality.

Satisfactory / generally occeptoble’ for both the financiol statements and VFM Over the coming year we will make further investments in audit quality including

slements of the audit, which s the highest grading. strengthening our quality and technical support functions, and increasing the level

Number Number Number of training, support and guidance for our audit teams. We will address the specific
Grade 2020/21 2019/20 2018/19 improvement recommendations raised by the FRC, including:

In addition to the reviews undertaken by the FRC on major local audits, the QAD
team from the ICAEW undertake annual reviews of non-major local audits as well
as reviews of Foundation Trusts on behalf of NHSEG&I.

o enhanced training for local auditors on key assumptions within property
Satisfactory / generally acceptable valuations, and how to demonstrate an increased level of challenge

. formalising our arrangements for the consideration of complex technical
Improvement required 0 1 0 issues by Partner Panels.

As part of our enhanced Value for Money programme, we will focus on identifying
Significant improvement required 0 0 0 the scope for better use of public money, as well as highlighting weaknesses in
governance or financial stewardship where we see them.

el £ 7 2 Conclusion

Local audit plays a critical role in the way public sector audits and society interact,
and it depends on the trust and confidence of all those who rely on it. As

Our work over the past year has been undertaken during the backdrop of COVID- a firm we’re proud to be doing our part to promote good governance, effective

19, when the public sector has faced the huge challenge of providing essential stewardship and appropriate use of public funds.

services and helping safeguard the public duringthe pandemic. Locall

government, in particular, have been at the forefront of supporting locall

communities and businesses.

Our continued commitment to Audit quality and continuous improvement

© 2022 Grant Thornton UK LLP. March 2022 7



Sector Update

Policing services are rapidly changing. Increased
demand from the public and more complex
crimes require a continuing drive to achieve
greater efficiency in the delivery of police
services. Public expectations of the service
continue to rise in the wake of recent high-profile
incidents, and there is an increased drive for
greater collaboration between Forces and wider
blue-light services.

Our sector update provides you with an up to date summary
of emerging national issues and developments to support you.
We cover areas which may have an impact on your
organisation, the wider Police service and the public sector as

a whole. Links are provided to the detailed report/briefing to
allow you to delve further and find out more.

Our public sector team at Grant Thornton also undertake
research on service and technical issues. We will bring you the
latest research publications in this update. We also include
areas of potential interest to start conversations within the
organisation and with audit committee members, as well as
any accounting and regulatory updates.

© 2022 Grant Thornton UK LLP.

e Grant Thornton Publications

* Insights from sector specialists

 Accounting and regulatory updates

More information can be found on our dedicated public sector and police sections

on the Grant Thornton website by clicking on the logos below:

Public Sector

Public


http://www.grantthornton.co.uk/industries/public-sector
http://www.grantthornton.co.uk/en/insights/?tags=police#filters

HMICFRS

HMICFRS’s proposed 2021/22 policing inspection
programme and framework

HMICFRS published the policing inspection programme and framework
for 2021/22 in July 2021.

This can be found at the following link - Policing inspection programme
and framework 2021/22

The document, which has been laid before parliament, sets out
HMICFRS’s programme of policing inspections for this financial year. It
also details those inspections already taking place.

© 2022 Grant Thornton UK LLP.

.

HMICFRS

Pandemic has intensified vulnerability and increased demand on
police

In his annual assessment of policing in England and Wales, Sir Thomas Winsor
described how crime patterns have changed over the last year, with more crime
committed online. He said there is a case for greater sanctions in the Online Safety Bill
to protect vulnerable people online.

The Chief Inspector said the pandemic had also increased vulnerability in other ways,
such as the lockdown leading to more calls for help from those suffering from domestic
abuse.

In his 2020 report, Sir Thomas Winsor said some public services, including mental
health, keep on failing. Unless the health and social care system is fixed and people
can get the support they need, more people will continue to be vulnerable and enter
the criminal justice system unnecessarily, he said.

The Chief Inspector recognised that the chronic backlog in court cases has increased
as a result of the pandemic, but he questioned why waiting times have become
inexcusably long when the number of cases going into the system is at the lowest level
for decades.

The report can be accessed here.

Public


https://www.justiceinspectorates.gov.uk/hmicfrs/publication/policing-inspection-programme-and-framework-2021-22
https://www.justiceinspectorates.gov.uk/hmicfrs/publications/state-of-policing-the-annual-assessment-of-policing-in-england-and-wales-2020/

Home Office

Recruitment drive delivers almost 9,000 additional police

An extra 8,771 police officers have been recruited to cut crime and keep communities
across the country safer as part of the government’s campaign to bring in 20,000
additional officers, new Home Office figures show.

As of 31 March 2021, every one of the 43 police forces in England and Wales has hit or
surpassed its first-year recruitment target since the launch of the Police Uplift Programme
in September 2019.

The new figures show that the government is already 44% of the way towards meeting its
ambition of hiring 20,000 additional officers by 2023, with many of these new recruits
already on the streets and doing their bit to protect neighbourhoods.

The Police Uplift Programme is an unprecedented opportunity to create a more
representative police workforce, and the statistics show that forces are more diverse than
ever before.

More women (45,996) are now employed as police officers in forces across England and
Wales than ever before. Since April 2020, 42% (5,037) of the new recruits have identified
as female.

The number of Black, Asian and other ethnic minority officers is also now at its highest
point on record, with 10,218 officers from these communities employed in forces across
England and Wales. Since April 2020, recruits from these communities have made up
10.6% (1,212] of all joiners.

The data shows the appetite for thousands to join the police has continued despite the
coronavirus pandemic, with online assessment processes, virtual career fairs, and internet
workshops continuing to run safely during lockdown.

The full article can be accessed here.

© 2022 Grant Thornton UK LLP.
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Home Secretary to strengthen Police and Crime
Commissioner role

Police and Crime Commissioners (PCCs] will be more accountable to
the communities they serve as a result of a review led by Home
Secretary Priti Patel, by requiring them to explain their record on crime
to the public and strengthening their relationship with the Chief
Constable and force.

The review will ensure the public have transparent, democratically-
elected, local leaders who are equipped to drive down crime and
deliver the safer communities the public deserve. It could also see them
lead a wider range of services, in time, such as fire and rescue.

The full article can be accessed here.

Home Office


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773083/CCS207_CCS1218246368-001_Police_Settlement_Web_Accessable.pdf
https://www.gov.uk/government/news/home-secretary-to-strengthen-police-and-crime-commissioner-role
https://www.gov.uk/government/news/recruitment-drive-delivers-almost-9000-additional-police

Home Office

Policing to receive up to £1.1 billion extra to cut crime

Policing will receive a funding boost of up to £1.1 billion next year to drive down crime and deliver safer streets for all the Home Secretary confirmed.
The 2022/23 funding package represents a 7% cash increase on last year and means policing will receive up to £16.9 billion in total in 2022/23.

The boost in resources will help support the delivery of the Beating Crime Plan, which set out the government’s mission to deliver fewer victims, safer neighbourhoods,
and a more secure country. In particular, the plan focuses on driving down homicide, serious violence and neighbourhood crime - to ensure that everyone can benefit
from the security that a safe home, street and country provides.

The additional funding will allow police forces to continue the work already being done to target criminals, which has seen:
« a14% fall in overall crime (excluding fraud and computer misuse) between June 2019 and June 2021;
+ 11,053 additional officers hired across England and Wales - 55% of the target of 20,000 extra police officers by March 2023;

* over 1,600 county lines closed, over 7,400 arrests, £4.3m in drugs seized and more than 4,000 vulnerable people safeguarded, thanks to our investment in
shutting down county lines since 2019;

* almost 16,000 knives and other dangerous weapons removed from the streets last year thanks to police use of stop and search powers; and

» 300,000 at risk young people reached through Violence Reduction Units, set up across the country thanks to £105.5m in funding. This forms part of the
£242m we've invested since 2019 to zone in on serious violence and homicide hotspots.

Within the total package, forces will also be given £650 million more from government grants, including funding for hiring the 20,000 extra officers promised by the
government by the end of March 2023. The successful recruitment campaign has already seen more than 11,000 additional police officers join up and make a
difference in communities across England and Wales.

The full article can be found here.

Home Office

© 2022 Grant Thornton UK LLP. 1
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Other News

Roads policing and road safety: How improved partnership working
can resolve the post-Covid funding squeeze

With funding for policing and the wider public sector likely to be under significant
pressure in the post-Covid economic landscape, resources for roads policing may be
severely stretched.

There’s speculation everywhere about what the legacy of the Covid era will be, with
opinion divided about the extent to which we will return to the way we used to operate.
But one thing is undeniable - the Government is going to have to take action to restore
the public finances to health after spending £280bn on its response to the pandemic. All

= L] u .
sectors will be affected by this, and policing is no exception. po I I CI ng I n E ; Ig I It

Policing budgets had been recovering over the last couple of years following almost a
decade of austerity. The 20,000 reduction in officer numbers that was experienced
between 2010 and 2018 is in the process of being reversed and there was optimism about
future growth both at force level and in national policing bodies. But all that is surely set
to change when the time comes for a multi-year spending review.

The full article can be accessed here.

© 2022 Grant Thornton UK LLP.
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Public Accounts Committee (PAC) - Local auditor
reporting on local government in England &
government response

The PAC inquiry examined the timeliness of auditor reporting * the rapidly diminishing pool of suitably qualified and experienced staff
on English local public bodies’ financial statements covering increases the risks to the timely completion of quality audits;
2019-20. The National Audit Office [NAOJ report, on which this * we are not convinced that the recently announced new local audit

. U is b d.f d that “del in the deli ’ £ audi arrangements will meet the pressing need for effective system
mc!u!rg Is based, found t ojc elays in t e- elivery ot au |-t leadership now; and

opinions beyond the deadlines for publishing local authority * unless local authority accounts are useful, relevant and

accounts, alongside concerns about audit quality and understandable they will not aid accountability.

doubts over audit firms’ willingness to continue to audit local

. . . . . . The report made recommendations in each of these areas. The
public bodies, highlight that the situation needs urgent government response was published on 28 October.

attention.”
The PAC report found “Without urgent action from government, the audit

system for local authorities in England may soon reach breaking point. With
approximately £100 billion of local government spending requiring audit each

year, the Ministry of Housing, Communities & Local Government (the The PAC report and response ot
Department) has become increasingly complacent in its oversight of a local can b.e found here: . ﬁ
audit market now entirely reliant upon only eight firms, two of which are Tlmellr'\ess of local auditor
responsible for up to 70% of local authority audits. This has not been helped by reportmq on locall q.overnment House of Commons
the growing complexity of local authority accounts, with audit firms now asked In E’?Q|O”d - Committees - UK . .
to carry out more work in each audit, comply with new regulatory demands Parliament Committee of Public Accounts
and adapt to the new multifaceted landscape in which local authorities
operate, while also struggling to hire and retain experienced auditors.” Local aUditor reporting
Key conclusions were: on local government in
* the marked decline in the timeliness of external audit undermines
accountability and hampers effective decision-making; England
* thereisa pressing risk of mgrke‘t‘collopse <?Iue to an over reliance on a small Eleventh Report of Session 2021-22
number of audit firms and significant barriers to entry;

* the commercial attractiveness to audit firms of auditing local authorities has
declined;
© 2022 Grant Thornton UK LLP. 13
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2020/21 audited accounts - Public Sector Audit
Appointments

Public Sector Audit Appointments (PSAA) has reported that
only 9% of local government audits for 2020/21 were
completed by the end of September. This is a sharp
contraction on the 45% filed on time for 2019-20, and is the

third successive year where the number of accounts P bl . S
produced on schedule has reduced. U IC dﬂr
PSAA state “The challenges posed by COVID-19 have contributed to the current AUd“ Appﬂ'mfrHﬂnis

position. However, a range of further pressures documented in the Redmond
Report are also continuing to impact performance. In particular there is a
shortage of auditors with the knowledge and experience to deliver the required

higher quality audits of statements of accounts, which increasingly reflect The news article can be found here:
complex structures and transactions, within the timeframe expected. The https://www.psaa.co.uk/2021/10/news-release-2020-21-
growing backlog of audits is also a concern, with 70 of the 2019/20 audits still audited-accounts-psaa/

incomplete.”

Grant Thornton commented “Audit quality remains a priority for our firm and
we continue to work hard with local audit stakeholders to ensure the delivery of
high quality audits in as timely a fashion as is practicable. Unfortunately, much
of this work will be delivered past the 30 September target date, owing to
ongoing constraints posed by the COVID-19 pandemic and the backlog this has
caused. We remain committed to public sector audit and are now focused on
delivering the majority of our local audits by December 2021.”

© 2022 Grant Thornton UK LLP. 14
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2023-24% audit appointments - Public Sector

Audit Appointments

Following a consultation exercise Public Sector Audit
Appointments (PSAA] has invited all principal local
government including police and fire bodies to become
opted-in authorities. At the same time it published its
procurement strategy and prospectus for the national
scheme from April 2023. Both documents have evolved in
response to the feedback provided by the market
engagement exercise and consultation on the draft
prospectus undertaken during June 2021.

PSAA state “Our primary aim is to secure the delivery of an audit service of the
required quality for every opted-in body at a realistic market price and to

support the drive towards a long term competitive and more sustainable market
for local public audit services.

The objectives of the procurement are to maximise value for local public bodies
by:

* securing the delivery of independent audit services of the required quality;

* awarding long term contracts to a sufficient number of firms to enable the
deployment of an appropriately qualified auditing team to every
participating body;

* encouraging existing suppliers to remain active participants in local audit
and creating opportunities for new suppliers to enter the market;

* encouraging audit suppliers to submit prices which are realistic in the
context of the current market;

* enabling auditor appointments which facilitate the efficient use of audit
resources;

© 2022 Grant Thornton UK LLP.

* supporting and contributing to the efforts of audited bodies and auditors to
improve the timeliness of audit opinion delivery; and

* establishing arrangements that are able to evolve in response to changes to
the local audit framework.

PSAA set out the proposed timeline, which anticipates contracts being awarded
in August 2022.

Public Sector

Audit Appointments

The news article can be found here:
https://www.psaa.co.uk/2021/09/psaa-publishes-its-
rospectus-and-procurement-strategy-and-invites-eligible-

bodies-to-opt-in-from-april-2023/

The procurement strategy can be found here:

https://www.psaa.co.uk/about-us/appointing-person-
information/appointing-period-2023-24-2027-28/procurement-

strategy/


https://www.psaa.co.uk/2021/09/psaa-publishes-its-prospectus-and-procurement-strategy-and-invites-eligible-bodies-to-opt-in-from-april-2023/
https://www.psaa.co.uk/about-us/appointing-person-information/appointing-period-2023-24-2027-28/procurement-strategy/
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Guide to support Value for Money (VfM) analysis
for public managers - CIPFA

The Chartered Institute of Public Finance and Accountancy
(CIPFA) has published this guide which complements a VfM
toolkit which has been published separately. Both were
developed under a collaborative project between Government

Outcomes Lab (GO Lab) and CIPFA.

CIPFA state “The guide is aimed at public managers planning to assess Value

for Money (VfM] of outcomes-based contract (OBC) programmes, or any other -
type of programme with an outcome-focus, using prospective information. This A gU‘lde to SU.ppOl’t Valut_:)
involves assessing economic validity of the programme with respect to ‘doing for Money (VfM) analys1s

nothing’ as well as the closest comparator.” for pllbllC managers
CIPFA explain that the guide: July 2021

CIPFA\

* describes what VM represents in public provision of social services with a
special focus on outcome-based contracts (OBCs]. In particular the guide
emphasises the link between economy and effectiveness criteria;

* promotes thinking about longer-term effects of interventions, such as
outcomes and impact, at the design/ planning stage of programmes. This
means that having a good appreciation for efficiency is helpful but not
necessary, especially when outcomes are both identifiable and measurable;
and

* explain how it could be used to appraise public programmes with respect to
anticipated costs and value of them using prospective information.

The guide is available to CIPFA members through the website.

© 2022 Grant Thornton UK LLP. 16
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Cyber and information security: Good practice

guide - NAO

The National Audit Office (NAO) has published this guide to
help Audit Committees scrutinise cyber security
arrangements. To aid them, this guidance complements
government advice by setting out high-level questions and
issues for audit committees to consider.

The NAO state “Audit committees should gain the appropriate assurance for
the critical management and control of cyber security and information risk.

Cyber security is the activity required to protect an organisation’s data,
devices, networks and software from unintended or unauthorised access,
change or destruction via the internet or other communications systems or
technologies. Effective cyber security relies on people and management of
processes as well as technical controls.

Our guide supports audit committees to work through this complexity, being
able to understand and question the management of cyber security and
information risk.

It takes into account several changes which affect the way in which we interact

with and manage our information and can drive increased risk. These include
changes to the way we work and live due to the COVID-19 pandemic and the
ongoing demand to digitise and move to cloud-based services.

The strategic advice, guidance and support provided by government has also
been updated to keep pace with these changes, detailing the impact and risks

on the management of cyber security and information risk.

© 2022 Grant Thornton UK LLP.

The guide provides a checklist of questions and issues covering:

the overall approach to cyber security and risk management;
capability needed to manage cyber security; and

specific aspects, such as information risk management, engagement and
training, asset management, architecture and configuration, vulnerability
management, identity and access management, data security, logging and
monitoring and incident management.

NAO
National Audit Office

Good practice guide

Cyber and information security

The report can be found here:

https://www.nao.org.uk/report/cy
ber-security-and-information-risk-

guidance/

OCTOBER 2021


https://www.nao.org.uk/report/cyber-security-and-information-risk-guidance/
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